
The ITGovernance Institute™ is pleased to offer 
you this complimentary download of COBIT®.

COBIT provides good practices for the management of IT processes in a manageable and logical 
structure, meeting the multiple needs of  enterprise management by bridging the gaps between business 

risks, technical issues, control needs and performance measurement requirements.  If you believe as we do, 
that COBIT enables the development of clear policy and good practices for IT control throughout your 

organisation, we invite you to support ongoing COBIT research and development.

There are two ways in which you may express your support: (1) Purchase COBIT through the Association
(ISACA) Bookstore (please see the following pages for order form and Association membership application.
Association members are able to purchase COBIT at a significant discount); (2) Make a generous donation to

the Information Systems Audit and Control Foundation, which sponsors the IT Governance Institute.

The complete COBIT package consists of all six publications, an ASCII text diskette, four COBIT 
implementation/orientation Microsoft® PowerPoint® presentations and a CD-ROM.

A brief overview of each component is provided below. Thank you for your interest and support of COBIT!

For additional information about the IT Governance Institute visit www.ITgovernance.org

We invite your comments and suggestions regarding COBIT. Please visit www.isaca.org/cobitinput.htm

Management Guidelines
To ensure a successful enterprise, you must effectively manage the
union between business processes and information systems. The
new Management Guidelines is composed of Maturity Models,
Critical Success Factors,  Key Goal Indicators and Key
Performance Indicators. These Management Guidelines will help
answer the questions of immediate concern to all those who have a
stake in enterprise success.

Executive Summary
Sound business decisions are based on timely, relevant and con-
cise information. Specifically designed for time-pressed senior
executives and managers, the COBIT Executive Summary consists
of an Executive Overview which explains COBIT’s key concepts
and principles.

Framework
A successful organization is built on a solid framework of data
and information.  The 
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As an Employer
By hiring or retaining the services of a CISA, an
organization has invested in a professional who has:

• Distinguished himself/herself from other industry
professionals

• Followed a learning path to demonstrate IT
assurance knowledge and skill

• Committed to maintaining skills through future 
professional development

For more than twenty years organizations have turned
to professionals who have earned a CISA designation.
CISAs have the proven ability to perform reviews in
accordance with generally accepted standards and
guidelines to ensure that the organization’s informa-
tion technology and business systems are adequately
controlled, monitored and assessed.

As an IT Professional 
Earning the CISA designation helps assure a positive
reputation as a qualified IS audit, control and/or 
security professional, and because the CISA program
certifies individuals who demonstrate proficiency in
today’s most sought-after skills, employers prefer to
hire and retain those who achieve and maintain their
designation.

Although certification may not be mandatory for you
at this time, a growing number of organizations are
recommending employees to become certified. To
help ensure your success in the global marketplace, it
is vital that you select a certification program based
on universally accepted technical practices. CISA
delivers such a program. CISA is recognized world-
wide, by all industries, as the preferred designation
for IS audit, control and security professionals.

Information Systems Audit and Control Association®

proud sponsor of the

Requirements for CISA certification
See www.isaca.org/cert1.htm for specific details.

What does the Certified Information Systems
Auditor credential mean to you?

1. Successful completion of the CISA exam. The exam is offered annually at nearly 200 sites around the world in ten
languages during the month of June. 

2. Satisfy the work experience requirement pertaining to professional information systems (IS) auditing, control or 
security activity. Education waivers are available. See the CISA Bulletin of Information for details
(www.isaca.org/exam1.htm).

3. Adhere to the Information Systems Audit and Control Association’s Code of Professional Ethics
(www.isaca.org/standard/code2.htm)

4. Comply with annual continuing education requirements (www.isaca.org/cisacep1.htm)

Although COBIT is not specifically tested on the CISA examination, the COBIT control objectives or processes do reflect
the tasks identified in the CISA Practice Analysis. As such, a thorough review of COBIT is recommended for candidate
preparation for the CISA examination.

For further information, please contact the Certification Department at certification@isaca.org
or by phone at +1.847.253.1545 ext. 474 or 471.

®
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Released by the COBIT Steering Committee and the IT Governance InstituteTM

The COBIT Mission:
To research, develop, publicise and promote an authoritative, up-to-date,

international set of generally accepted information technology control objectives
for day-to-day use by business managers and auditors.
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Disclaimer
The Information Systems Audit and Control Foundation, IT
Governance Institute and the sponsors of COBIT: Control Objectives
for Information and related Technology have designed and created
the publications entitled Executive Summary, Framework, Control
Objectives, Management Guidelines, Audit Guidelines and
Implementation Tool Set (collectively, the “Works”) primarily as an
educational resource for controls professionals. The Information
Systems Audit and Control Foundation, IT Governance Institute and
the sponsors make no claim that use of any of the Works will assure
a successful outcome. The Works should not be considered inclusive
of any proper procedures and tests or exclusive of other procedures
and tests that are reasonably directed to obtaining the same results.
In determining the propriety of any specific procedure or test, the
controls professional should apply his or her own professional judg-
ment to the specific control circumstances presented by the particular
systems or IT environment.

Disclosure and Copyright Notice
Copyright © 1996, 1998, 2000 by the Information Systems Audit and
Control Foundation (ISACF). Reproduction for commercial purpose is
not permitted without ISACF’s prior written permission. Permission is
hereby granted to use and copy the Executive Summary, Framework,
Control Objectives, Management Guidelines and Implementation Tool
Set for non-commercial, internal use, including storage in a retrieval
system and transmission by any means including, electronic, mechani-
cal, recording or otherwise. All copies of the Executive Summary,
Framework, Control Objectives, Management Guidelines and
Implementation Tool Set must include the following copyright notice
and acknowledgment: “Copyright 1996, 1998, 2000 Information
Systems Audit and Control Foundation. Reprinted with the permission
of the Information Systems Audit and Control Foundation and IT
Governance Institute.”

The Audit Guidelines may not be used, copied, reproduced, modi-
fied, distributed, displayed, stored in a retrieval system, or transmit-
ted in any form by any means (electronic, mechanical, photocopying,
recording or otherwise), except with ISACF’s prior written autho-
rization; provided, however, that the Audit Guidelines may be used
for internal non-commercial purposes only. Except as stated herein,
no other right or permission is granted with respect to this work.  All
rights in this work are reserved. 

Information Systems Audit and Control Foundation
IT Governance Institute
3701 Algonquin Road, Suite 1010
Rolling Meadows, IL 60008 USA
Phone: +1.847.253.1545
Fax: +1.847.253.1443
E-mail: research@isaca.org
Web sites: www.ITgovernance.org

www.isaca.org

ISBN 1-893209-15-6 (Executive Summary)
ISBN 1-893209-13-X (Complete 6 book set with CD-ROM)

Printed in the United States of America.



Critically important to the survival and success of an
organisation is effective management of information and

related Information Technology (IT). In this global informa-
tion society—where information travels through cyberspace
without the constraints of time, distance and speed—this 
criticality arises from the:

• Increasing dependence on information and the systems
that deliver this information

• Increasing vulnerabilities and a wide spectrum of
threats, such as cyber threats and information warfare

• Scale and cost of the current and future investments in
information and information systems

• Potential for technologies to dramatically change organi-
sations and business practices, create new opportunities
and reduce costs

For many organisations, information and the technology that
supports it represent the organisation’s most valuable assets.
Moreover, in today’s very competitive and rapidly changing
business environment, management has heightened expecta-
tions regarding IT delivery functions: management requires
increased quality, functionality and ease of use; decreased
delivery time; and continuously improving service levels—
while demanding that this be accomplished at lower costs. 

Many organisations recognise the potential benefits that
technology can yield. Successful organisations, however,
understand and manage the risks associated with imple-
menting new technologies. 

There are numerous changes in IT and its operating environ-
ment that emphasise the need to better manage IT-related
risks. Dependence on electronic information and IT systems
is essential to support critical business processes. In addition,
the regulatory environment is mandating stricter control over
information. This, in turn, is driven by increasing disclosures
of information system disasters and increasing electronic
fraud. The management of IT-related risks is now being
understood as a key part of enterprise governance.

Within enterprise governance, IT governance is becoming
more and more prominent, and is defined as a structure of
relationships and processes to direct and control the enter-
prise in order to achieve the enterprise’s goals by adding
value while balancing risk versus return over IT and its
processes. IT governance is integral to the success of enter-
prise governance by assuring efficient and effective measur-
able improvements in related enterprise processes. IT gover-
nance provides the structure that links IT processes, IT
resources and information to enterprise strategies and objec-
tives. Furthermore, IT governance integrates and institution-
alises good (or best) practices of planning and organising,

EXECUTIVE OVERVIEW

acquiring and implementing, delivering and supporting, and
monitoring IT performance to ensure that the enterprise’s
information and related technology support its business
objectives. IT governance thus enables the enterprise to take
full advantage of its information, thereby maximising bene-
fits, capitalising on opportunities and gaining competitive
advantage.

IT GOVERNANCE

A structure of relationships and processes to direct
and control the enterprise in order to achieve the
enterprise’s goals by adding value while balancing risk
versus return over IT and its processes.

Organisations must satisfy the quality, fiduciary and secu-
rity requirements for their information, as for all assets.

Management must also optimise the use of available
resources, including data, application systems, technology,
facilities and people. To discharge these responsibilities, as
well as to achieve its objectives, management must under-
stand the status of its own IT systems and decide what secu-
rity and control they should provide.

Control Objectives for Information and related Technology
(COBIT), now in its 3rd edition, helps meet the multiple needs
of management by bridging the gaps between business risks,
control needs and technical issues. It provides good practices
across a domain and process framework and presents activi-
ties in a manageable and logical structure. COBIT’s “good
practices” means consensus of the experts—they will help
optimise information investments and will provide a measure
to be judged against when things do go wrong. 

Management must ensure that an internal control system or
framework is in place which supports the business processes,
makes it clear how each individual control activity satisfies
the information requirements and impacts the IT resources.
Impact on IT resources is highlighted in the COBIT
Framework together with the business requirements for
effectiveness, efficiency, confidentiality, integrity, availabili-
ty, compliance and reliability of information that need to be
satisfied. Control, which includes policies, organisational
structures, practices and procedures, is management’s
responsibility. Management, through its enterprise gover-
nance, must ensure that due diligence is exercised by all indi-
viduals involved in the management, use, design, develop-
ment, maintenance or operation of information systems. An
IT control objective is a statement of the desired result or
purpose to be achieved by implementing control procedures
within a particular IT activity. 

EXECUTIVE SUMMARY
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Business orientation is the main theme of COBIT. It is
designed to be employed not only by users and auditors,

but also, and more importantly, as comprehensive guidance
for management and business process owners. Increasingly,
business practice involves the full empowerment of business
process owners so they have total responsibility for all
aspects of the business process. In particular, this includes
providing adequate controls. 

The COBIT Framework provides a tool for the business
process owner that facilitates the discharge of this responsi-
bility. The Framework starts from a simple and pragmatic
premise: 

In order to provide the information that the organisation
needs to achieve its objectives, IT resources need to be
managed by a set of naturally grouped processes.

The Framework continues with a set of 34 high-level Control
Objectives, one for each of the IT processes, grouped into
four domains: planning and organisation, acquisition and
implementation, delivery and support, and monitoring. This
structure covers all aspects of information and the technolo-
gy that supports it. By addressing these 34 high-level control
objectives, the business process owner can ensure that an
adequate control system is provided for the IT environment. 

IT governance guidance is also provided in the COBIT
Framework. IT governance provides the structure that

links IT processes, IT resources and information to enterprise
strategies and objectives. IT governance integrates optimal
ways of planning and organising, acquiring and implement-
ing, delivering and supporting, and monitoring IT perfor-
mance. IT governance enables the enterprise to take full
advantage of its information, thereby maximising benefits,
capitalising on opportunities and gaining competitive advan-
tage.

In addition, corresponding to each of the 34 high-level con-
trol objectives is an Audit Guideline to enable the review of
IT processes against COBIT’s 318 recommended detailed
control objectives to provide management assurance and/or
advice for improvement. 

The Management Guidelines, COBIT’s most recent devel-
opment, further enhances and enables enterprise manage-

ment to deal more effectively with the needs and require-
ments of IT governance. The guidelines are action oriented
and generic and provide management direction for getting
the enterprise’s information and related processes under con-
trol, for monitoring achievement of organisational goals, for
monitoring performance within each IT process and for
benchmarking organisational achievement.

Specifically, COBIT provides Maturity Models for control
over IT processes, so that management can map where the
organisation is today, where it stands in relation to the best-
in-class in its industry and to international standards and
where the organisation wants to be; Critical Success
Factors, which define the most important management-ori-
ented implementation guidelines to achieve control over and
within its IT processes; Key Goal Indicators, which define
measures that tell management—after the fact—whether an
IT process has achieved its business requirements; and Key
Performance Indicators, which are lead indicators that
define measures of how well the IT process is performing in
enabling the goal to be reached.

COBIT’s Management Guidelines are generic and
action oriented for the purpose of answering the fol-
lowing types of management questions: How far
should we go, and is the cost justified by the benefit?
What are the indicators of good performance? What
are the critical success factors? What are the risks of
not achieving our objectives? What do others do? How
do we measure and compare?

COBIT also contains an Implementation Tool Set that provides
lessons learned from those organisations that quickly and
successfully applied COBIT in their work environments. It
has two particularly useful tools—Management Awareness
Diagnostic and IT Control Diagnostic—to assist in analysing
an organisation’s IT control environment. 

Over the next few years, the management of organisations
will need to demonstrably attain increased levels of security
and control. COBIT is a tool that allows managers to bridge
the gap with respect to control requirements, technical issues
and business risks and communicate that level of control to
stakeholders. COBIT enables the development of clear policy
and good practice for IT control throughout organisations,
worldwide. Thus, COBIT is designed to be the break-
through IT governance tool that helps in understanding
and managing the risks and benefits associated with
information and related IT.

I T G O V E R N A N C E I N S T I T U T E4
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COBIT IT PROCESSES DEFINED WITHIN THE FOUR DOMAINS

PO1   define a strategic IT plan
PO2   define the information architecture
PO3   determine the technological direction
PO4   define the IT organisation and relationships
PO5   manage the IT investment 
PO6   communicate management aims and direction
PO7   manage human resources
PO8   ensure compliance with external requirements
PO9   assess risks
PO10 manage projects
PO11 manage quality

AI1 identify automated solutions
AI2 acquire and maintain application software
AI3 acquire and maintain technology infrastructure 
AI4 develop and maintain procedures
AI5 install and accredit systems
AI6 manage changes

DS1 define and manage service levels
DS2 manage third-party services
DS3 manage performance and capacity
DS4 ensure continuous service
DS5 ensure systems security
DS6 identify and allocate costs
DS7 educate and train users
DS8 assist and advise customers
DS9 manage the configuration
DS10 manage problems and incidents
DS11 manage data
DS12 manage facilities
DS13 manage operations

M1 monitor the processes
M2 assess internal control adequacy
M3 obtain independent assurance
M4 provide for independent audit

effectiveness
efficiency
confidentiality
integrity
availability
compliance
reliability

INFORMATION

ACQUISITION &
IMPLEMENTATION

DELIVERY &
SUPPORT

MONITORING PLANNING &
ORGANISATION

people
application systems
technology
facilities
data

IT RESOURCES

BUSINESS OBJECTIVES

IT GOVERNANCE
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THE NEED FOR CONTROL IN
INFORMATION TECHNOLOGY
In recent years, it has become increasingly evident that
there is a need for a reference framework for security and
control in IT. Successful organisations require an appre-
ciation for and a basic understanding of the risks and
constraints of IT at all levels within the enterprise in
order to achieve effective direction and adequate controls.

MANAGEMENT has to decide what to reasonably
invest for security and control in IT and how to balance
risk and control investment in an often unpredictable IT
environment. While information systems security and
control help manage risks, they do not eliminate them.
In addition, the exact level of risk can never be known
since there is always some degree of uncertainty.
Ultimately, management must decide on the level of risk
it is willing to accept. Judging what level can be tolerat-
ed, particularly when weighted against the cost, can be a
difficult management decision. Therefore, management
clearly needs a framework of generally accepted IT
security and control practices to benchmark the existing
and planned IT environment.

There is an increasing need for USERS of IT services to
be assured, through accreditation and audit of IT ser-
vices provided by internal or third parties, that adequate
security and control exists. At present, however, the
implementation of good IT controls in information sys-
tems, be they commercial, non-profit or governmental,
is hampered by confusion. The confusion arises from the
different evaluation methods such as ITSEC, TCSEC,
IS0 9000 evaluations, emerging COSO internal control
evaluations, etc. As a result, users need a general foun-
dation to be established as a first step.

Frequently, AUDITORS have taken the lead in such
international standardisation efforts because they are
continuously confronted with the need to substantiate
their opinion on internal control to management.
Without a framework, this is an exceedingly difficult
task. Furthermore, auditors are increasingly being called
on by management to proactively consult and advise on
IT security and control-related matters.

THE COBIT FRAMEWORK

THE BUSINESS ENVIRONMENT:
COMPETITION, CHANGE AND COST
Global competition is here. Organisations are restructur-
ing to streamline operations and simultaneously take
advantage of the advances in IT to improve their compet-
itive position. Business re-engineering, right-sizing, out-
sourcing, empowerment, flattened organisations and dis-
tributed processing are all changes that impact the way
that business and governmental organisations operate.
These changes are having, and will continue to have,
profound implications for the management and opera-
tional control structures within organisations worldwide.

Emphasis on attaining competitive advantage and cost-
efficiency implies an ever-increasing reliance on tech-
nology as a major component in the strategy of most
organisations. Automating organisational functions is, by
its very nature, dictating the incorporation of more pow-
erful control mechanisms into computers and networks,
both hardware-based and software-based. Furthermore,
the fundamental structural characteristics of these con-
trols are evolving at the same rate and in the same “leap
frog” manner as the underlying computing and network-
ing technologies are evolving.

Within the framework of accelerated change, if man-
agers, information systems specialists and auditors are
indeed going to be able to effectively fulfil their roles,
their skills must evolve as rapidly as the technology and
the environment. One must understand the technology
of controls involved and its changing nature if one is to
exercise reasonable and prudent judgments in evaluating
control practices found in typical business or govern-
mental organisations.

EMERGENCE OF ENTERPRISE
AND IT GOVERNANCE
To achieve success in this information economy, enter-
prise governance and IT governance can no longer be
considered separate and distinct disciplines. Effective
enterprise governance focuses individual and group
expertise and experience where it can be most produc-
tive, monitors and measures performance and provides
assurance to critical issues. IT, long considered solely an
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enabler of an enterprise’s strategy, must now be regard-
ed as an integral part of that strategy.

IT governance provides the structure that links IT
processes, IT resources, and information to enterprise
strategies and objectives. IT governance integrates and
institutionalises optimal ways of planning and organis-
ing, acquiring and implementing, delivering and sup-
porting, and monitoring IT performance. IT governance
is integral to the success of enterprise governance by
assuring efficient and effective measurable improve-
ments in related enterprise processes. IT governance
enables the enterprise to take full advantage of its infor-
mation, thereby maximising benefits, capitalising on
opportunities and gaining competitive advantage.

Looking at the interplay of enterprise and IT governance
processes in more detail, enterprise governance, the sys-
tem by which entities are directed and controlled, drives
and sets IT governance. At the same time, IT should
provide critical input to, and constitute an important
component of, strategic plans. IT may in fact influence
strategic opportunities outlined by the enterprise.

Enterprise activities require information from IT activi-
ties in order to meet business objectives. Successful
organisations ensure interdependence between their

strategic planning and their IT activities. IT must be
aligned with and enable the enterprise to take full advan-
tage of its information, thereby maximising benefits,
capitalising on opportunities and gaining a competitive
advantage. 

Enterprises are governed by generally accepted good (or
best) practices, to ensure that the enterprise is achieving
its goals–the assurance of which is guaranteed by certain
controls. From these objectives flows the organisation’s
direction, which dictates certain enterprise activities,
using the enterprise’s resources. The results of the enter-
prise activities are measured and reported on, providing
input to the constant revision and maintenance of the
controls, beginning the cycle again.

Enterprise
Governance

drives and sets

Information
Technology
Governance

Enterprise
Activities

Information
Technology
Activities

require information from

Enterprise Governance
DIRECT

Enterprise
ActivitiesObjectives Resources

REPORT

CONTROL

USING
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IT also is governed by good (or best) practices, to
ensure that the enterprise’s information and related tech-
nology support its business objectives, its resources are
used responsibly and its risks are managed appropriate-
ly. These practices form a basis for direction of IT activ-
ities, which can be characterised as planning and organ-
ising, acquiring and implementing, delivering and sup-

THE COBIT FRAMEWORK, continued

porting, and monitoring, for the dual purposes of man-
aging risks (to gain security, reliability and compliance)
and realising benefits (increasing effectiveness and effi-
ciency). Reports are issued on the outcomes of IT activi-
ties, which are measured against the various practices
and controls, and the cycle begins again.

an important number of more focused control models
are in existence at the level of IT. Good examples of the
latter category are the Security Code of Conduct from
DTI (Department of Trade and Industry, UK),
Information Technology Control Guidelines from CICA
(Canadian Institute of Chartered Accountants, Canada),
and the Security Handbook from NIST (National
Institute of Standards and Technology, US). However,
these focused control models do not provide a compre-
hensive and usable control model over IT in support of
business processes. The purpose of COBIT is to bridge
this gap by providing a foundation that is closely linked
to business objectives while focusing on IT.

RESPONSE TO THE NEED 
In view of these ongoing changes, the development of
this framework for control objectives for IT, along with
continued applied research in IT controls based on this
framework, are cornerstones for effective progress in the
field of information and related technology controls.

On the one hand, we have witnessed the development
and publication of overall business control models like
COSO (Committee of Sponsoring Organisations of the
Treadway Commission—Internal Control-Integrated
Framework, 1992) in the US, Cadbury in the UK, CoCo
in Canada and King in South Africa. On the other hand,

IT Governance
DIRECT

REPORT

IT ActivitiesObjectives

PLAN

DO

CHECK

CORRECT

• IT is aligned with
the business,
enables the
business and
maximises
benefits

• IT resources are
used responsibly

• IT related risks
are managed
appropriately

• security
• reliability
• compliance

Manage risks Realise Benefits

Decrease
Costs - be
efficient

Planning and Organisation

Acquisition and Implementation

Delivery and Support

Monitoring

Increase
Automation - 
be effective

CONTROL

In order to ensure that management reaches its business objectives, it must direct and manage IT activities to
reach an effective balance between managing risks and realising benefits. To accomplish this, management
needs to identify the most important activities to be performed, measure progress towards achieving goals and
determine how well the IT processes are performing. In addition, it needs the ability to evaluate the organisa-
tion’s maturity level against industry best practices and international standards. To support these manage-
ment needs, the COBIT Management Guidelines have identified specific Critical Success Factors, Key
Goal Indicators, Key Performance Indicators and an associated Maturity Model for IT governance, as
presented in Appendix I.
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(Most closely related to COBIT is the recently published
AICPA/CICA SysTrustTM Principles and Criteria for
Systems Reliability. SysTrust is an authoritative
issuance of both the Assurance Services Executive
Committee in the United States and the Assurance
Services Development Board in Canada, based in part
on the COBIT Control Objectives. SysTrust is designed
to increase the comfort of management, customers and
business partners with the systems that support a busi-
ness or a particular activity. The SysTrust service entails
the public accountant providing an assurance service in
which he or she evaluates and tests whether a system is
reliable when measured against four essential principles:
availability, security, integrity and maintainability.) 

A focus on the business requirements for controls in IT
and the application of emerging control models and
related international standards evolved the original
Information Systems Audit and Control Foundation’s
Control Objectives from an auditor’s tool to COBIT, a
management tool. Further, the development of IT
Management Guidelines has taken COBIT to the next
level–providing management with Key Goal Indicators
(KGIs), Key Performance Indicators (KPIs), Critical
Success Factors (CSFs) and Maturity Models so that it
can assess its IT environment and make choices for con-
trol implementation and control improvements over the
organisation’s information and related technology. 

Hence, the main objective of the COBIT project is the
development of clear policies and good practices for
security and control in IT for worldwide endorsement by
commercial, governmental and professional organisa-
tions. It is the goal of the project to develop these con-
trol objectives primarily from the business objectives
and needs perspective. (This is compliant with the
COSO perspective, which is first and foremost a man-
agement framework for internal controls.) Subsequently,
control objectives have been developed from the audit
objectives (certification of financial information, certifi-
cation of internal control measures, efficiency and effec-
tiveness, etc.) perspective. 

AUDIENCE: MANAGEMENT,
USERS AND AUDITORS 
COBIT is designed to be used by three distinct audiences.

MANAGEMENT:
to help them balance risk and control investment in an
often unpredictable IT environment.

USERS:
to obtain assurance on the security and controls of IT
services provided by internal or third parties.

AUDITORS:
to substantiate their opinions and/or provide advice to
management on internal controls.

BUSINESS OBJECTIVES ORIENTATION
COBIT is aimed at addressing business objectives. The
control objectives make a clear and distinct link to busi-
ness objectives in order to support significant use out-
side the audit community. Control objectives are defined
in a process-oriented manner following the principle of
business re-engineering. At identified domains and
processes, a high-level control objective is identified and
rationale provided to document the link to the business
objectives. In addition, considerations and guidelines are
provided to define and implement the IT control objec-
tive.

The classification of domains where high-level control
objectives apply (domains and processes), an indication
of the business requirements for information in that
domain, as well as the IT resources primarily impacted
by the control objectives, together form the COBIT
Framework. The Framework is based on the research
activities that have identified 34 high-level control
objectives and 318 detailed control objectives. The
Framework was exposed to the IT industry and the audit
profession to allow an opportunity for review, challenge
and comment. The insights gained have been appropri-
ately incorporated.
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GENERAL DEFINITIONS
For the purpose of this project, the following definitions
are provided. “Control” is adapted from the COSO
Report (Internal Control—Integrated Framework,
Committee of Sponsoring Organisations of the
Treadway Commission, 1992) and “IT Control
Objective” is adapted from the SAC Report (Systems
Auditability and Control Report, The Institute of
Internal Auditors Research Foundation, 1991 and 1994).

the policies, procedures, practices
and organisational structures
designed to provide reasonable
assurance that business objectives
will be achieved and that undesired
events will be prevented or detect-
ed and corrected.

a statement of the desired result or
purpose to be achieved by imple-
menting control procedures in a
particular IT activity.

a structure of relationships and
processes to direct and control the
enterprise in order to achieve the
enterprise’s goals by adding value
while balancing risk versus return
over IT and its processes.

THE COBIT FRAMEWORK, continued

The diagram below illustrates COBIT’s basic concept: in
order to provide the information that the organisation
needs to achieve its objectives, IT governance must be
exercised by the organisation to ensure that IT resources
are managed by a set of naturally grouped IT processes. 

Control is 
defined as

IT Control Objective
is defined as

IT Governance
is defined as

COBIT IT PROCESSES DEFINED WITHIN
THE FOUR DOMAINS

PO1   define a strategic IT plan
PO2   define the information architecture
PO3   determine the technological direction
PO4   define the IT organisation and relationships
PO5   manage the IT investment 
PO6   communicate management aims and direction
PO7   manage human resources
PO8   ensure compliance with external requirements
PO9   assess risks
PO10 manage projects
PO11 manage quality

AI1 identify automated solutions
AI2 acquire and maintain application software
AI3 acquire and maintain technology infrastructure 
AI4 develop and maintain procedures
AI5 install and accredit systems
AI6 manage changes

DS1 define and manage service levels
DS2 manage third-party services
DS3 manage performance and capacity
DS4 ensure continuous service
DS5 ensure systems security
DS6 identify and allocate costs
DS7 educate and train users
DS8 assist and advise customers
DS9 manage the configuration
DS10 manage problems and incidents
DS11 manage data
DS12 manage facilities
DS13 manage operations

M1 monitor the processes
M2 assess internal control adequacy
M3 obtain independent assurance
M4 provide for independent audit

effectiveness
efficiency
confidentiality
integrity
availability
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reliability
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COBIT 3rd Edition is the most recent version of Control
Objectives for Information and related Technology, first
released by the Information Systems Audit and Control
Foundation (ISACF) in 1996. The 2nd edition, reflecting
an increase in the number of source documents, a 
revision in the high-level and detailed control objectives
and the addition of the Implementation Tool Set, was
published in 1998. The 3rd edition marks the entry of a
new primary publisher for COBIT: the IT Governance
Institute.

The IT Governance Institute was formed by the
Information Systems Audit and Control Association
(ISACA) and its related Foundation in 1998 in order to
advance the understanding and adoption of IT gover-
nance principles.  Due to the addition of the
Management Guidelines to COBIT 3rd Edition and its
expanded and enhanced focus on IT governance, the IT
Governance Institute took a leading role in the publica-
tion’s development.

COBIT was originally based on ISACF’s Control
Objectives, and has been enhanced with existing and
emerging international technical, professional, regulato-
ry and industry-specific standards. The resulting control
objectives have been developed for application to organ-
isation-wide information systems. The term “generally
applicable and accepted” is explicitly used in the same
sense as Generally Accepted Accounting Principles
(GAAP). 

COBIT is relatively small in size and attempts to be both
pragmatic and responsive to business needs while being
independent of the technical IT platforms adopted in an
organisation.

COBIT HISTORY AND BACKGROUND
While not excluding any other accepted standard in the
information systems control field that may have come to
light during the research, sources identified are:

Technical standards from ISO, EDIFACT, etc.
Codes of Conduct issued by the Council of Europe,
OECD, ISACA, etc.
Qualification criteria for IT systems and processes:
ITSEC, TCSEC, ISO 9000, SPICE, TickIT, Common
Criteria, etc.
Professional standards for internal control and audit-
ing: COSO, IFAC, AICPA, CICA, ISACA, IIA, PCIE,
GAO, etc.
Industry practices and requirements from industry
forums (ESF, I4) and government-sponsored platforms
(IBAG, NIST, DTI), etc., and
Emerging industry-specific requirements from bank-
ing, electronic commerce, and IT manufacturing.



COBIT PRODUCT EVOLUTION
COBIT will evolve over the years and be the foundation
for further research. Thus, a family of COBIT products
will be created and, as this occurs, the IT tasks and
activities that serve as the structure to organise control
objectives will be further refined, and the balance
between domains and processes reviewed in light of the
industry’s changing landscape.

Research and publication have been made possible by
significant grants from PricewaterhouseCoopers and
donations from ISACA chapters and members world-
wide. The European Security Forum (ESF) kindly made
research material available to the project. The Gartner
Group also participated in the development and provid-
ed quality assurance review of the Management
Guidelines.

I T G O V E R N A N C E I N S T I T U T E12

– Executive Overview
– Case Studies
– FAQs
– Power Point Presentations
– Implementation Guide
     • Management Awareness Diagnostics
     • IT Control Diagnostics

IMPLEMENTATION TOOL SET

AUDIT GUIDELINESDETAILED CONTROL
OBJECTIVES

MANAGEMENT
GUIDELINES

FRAMEWORK
with High-Level Control Objectives

Key Performance
Indicators

Key Goal
Indicators

Maturity
Models

Critical Success 
Factors

Key Goal
Indicators

Key Performance
Indicators

EXECUTIVE SUMMARY

COBIT Family of Products
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The following Management Guideline and Maturity Model identify the Critical Success Factors (CSFs), Key
Goal Indicators (KGIs), Key Performance Indicators (KPIs) and Maturity Model for IT governance. First, IT
governance is defined, articulating the business need. Next, the information criteria related to IT governance are
identified. The business need is measured by the KGIs and enabled by a control statement, leveraged by all the IT
resources. The achievement of the enabling control statement is measured by the KPIs, which consider the CSFs.
The Maturity Model is used to evaluate an organisation’s level of achievement of IT governance—from
Non-existent (the lowest level) to Initial/Ad Hoc, to Repeatable but Intuitive, to Defined Process, to Managed and
Measurable, to Optimised (the highest level). To achieve the Optimised maturity level for IT governance, an
organisation must be at least at the Optimised level for the Monitoring domain and at least at the Managed and
Measurable level for all other domains.

(See the COBIT Management Guidelines for a thorough discussion of the use of these tools.)

IT GOVERNANCE MANAGEMENT GUIDELINE

13I T G O V E R N A N C E I N S T I T U T E

Appendix I
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Appendix I

IT GOVERNANCE
MANAGEMENT GUIDELINE
Governance over information technology and its processes with the
business goal of adding value, while balancing risk versus return

ensures delivery of information  to the business that addresses
the required Information Criteria and is measured by
Key Goal Indicators

is enabled by creating and maintaining a system of
process and control excellence appropriate for the
business that directs and monitors the business value
delivery of IT

considers Critical Success Factors that leverage 
all IT Resources and is measured by
Key Performance Indicators

effectiveness
efficiency
confidentiality
integrity
availability
compliance
reliability

Information Criteria

Critical Success Factors

Key Goal Indicators
• Enhanced performance and cost management 
• Improved return on major IT investments
• Improved time to market
• Increased quality, innovation and risk

management
• Appropriately integrated and standardised

business processes
• Reaching new and satisfying existing

customers
• Availability of appropriate bandwidth,

computing power and IT delivery mechanisms
• Meeting requirements and expectations of the

customer of the process on budget and on time
• Adherence to laws, regulations, industry

standards and contractual commitments 
• Transparency on risk taking and adherence to

the agreed organisational risk profile 
• Benchmarking comparisons of IT governance

maturity
• Creation of new service delivery channels

• IT governance activities are integrated into the enterprise 
governance process and leadership behaviours

• IT governance focuses on the enterprise goals, strategic
initiatives, the use of technology to enhance the business and on
the availability of sufficient resources and capabilities to keep
up with the business demands

• IT governance activities are defined with a clear purpose,
documented and implemented, based on enterprise needs and
with unambiguous accountabilities

• Management practices are implemented to increase efficient and
optimal use of resources and increase the effectiveness of IT
processes

• Organisational practices are established to enable: sound over-
sight; a control environment/culture; risk assessment as standard
practice; degree of adherence to established standards; monitor-
ing and follow up of control deficiencies and risks

• Control practices are defined to avoid breakdowns in internal
control and oversight

• There is integration and smooth interoperability of the more
complex IT processes such as problem, change and
configuration management

• An audit committee is established to appoint and oversee an
independent auditor, focusing on IT when driving audit plans,
and review the results of audits and third-party reviews.

people

applications

technology

facilities

data

IT Resources

Key Performance Indicators
• Improved cost-efficiency of IT processes (costs

vs. deliverables) 
• Increased number of IT action plans for process

improvement initiatives
• Increased utilisation of IT infrastructure 
• Increased satisfaction of stakeholders (survey

and number of complaints)
• Improved staff productivity (number of

deliverables) and morale (survey)
• Increased availability of knowledge and

information for managing the enterprise 
• Increased linkage between IT and enterprise

governance
• Improved performance as measured by IT

balanced scorecards
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Appendix I
EXECUTIVE SUMMARY
IT Governance Maturity Model
Governance over information technology and its processes
with the business goal of adding value, while balancing risk
versus return

0 Non-existent There is a complete lack of any
recognisable IT governance process. The organisation
has not even recognised that there is an issue to be
addressed and hence there is no communication about
the issue.

1 Initial /Ad Hoc There is evidence that the organisation
has recognised that IT governance issues exist and need
to be addressed. There are, however, no standardised
processes, but instead there are ad hoc approaches applied
on an individual or case-by-case basis. Management’s
approach is chaotic and there is only sporadic, non-
consistent communication on issues and approaches to
address them. There may be some acknowledgement of
capturing the value of IT in outcome-oriented 
performance of related enterprise processes. There is no
standard assessment process.  IT monitoring is only
implemented reactively to an incident that has caused
some loss or embarrassment to the organisation.

2 Repeatable but Intuitive There is global awareness
of IT governance issues. IT governance activities and
performance indicators are under development, which
include IT planning, delivery and monitoring processes.
As part of this effort, IT governance activities are
formally established into the organisation’s change
management process, with active senior management
involvement and oversight.  Selected IT processes are
identified for improving and/or controlling core
enterprise processes and are effectively planned and
monitored as investments, and are derived within the
context of a defined IT architectural framework.
Management has identified basic IT governance
measurements and assessment methods and techniques,
however, the process has not been adopted across the
organisation.  There is no formal training and
communication on governance standards and
responsibilities are left to the individual.  Individuals
drive the governance processes within various IT projects
and processes.  Limited governance tools are chosen and

implemented for gathering governance metrics, but may
not be used to their full capacity due to a lack of
expertise in their functionality. 

3 Defined Process The need to act with respect to IT
governance is understood and accepted. A baseline set of
IT governance indicators is developed, where linkages
between outcome measures and performance drivers are
defined, documented and integrated into strategic and
operational planning and monitoring processes.
Procedures have been standardised, documented and
implemented. Management has communicated
standardised procedures and informal training is
established. Performance indicators over all IT
governance activities are being recorded and tracked,
leading to enterprise-wide improvements.  Although
measurable, procedures are not sophisticated, but are the
formalisation of existing practices. Tools are
standardised, using currently available techniques.  IT
Balanced Business Scorecard ideas are being adopted by
the organization. It is, however, left to the individual to
get training, to follow the standards and to apply them.
Root cause analysis is only occasionally applied. Most
processes are monitored against some (baseline) metrics,
but any deviation, while mostly being acted upon by
individual initiative, would unlikely be detected by
management. Nevertheless, overall accountability of key
process performance is clear and management is
rewarded based on key performance measures.

4 Managed and Measurable There is full
understanding of IT governance issues at all levels,
supported by formal training.  There is a clear
understanding of who the customer is and responsibilities
are defined and monitored through service level
agreements.  Responsibilities are clear and process
ownership is established. IT processes are aligned with
the business and with the IT strategy. Improvement in IT
processes is based primarily upon a quantitative
understanding and it is possible to monitor and measure
compliance with procedures and process metrics. All
process stakeholders are aware of risks, the importance
of IT and the opportunities it can offer.  Management has
defined tolerances under which processes must operate.
Action is taken in many, but not all cases where
processes appear not to be working effectively or
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efficiently.  Processes are occasionally improved and best
internal practices are enforced. Root cause analysis is
being standardised. Continuous improvement is
beginning to be addressed. There is limited, primarily
tactical, use of technology, based on mature techniques
and enforced standard tools.  There is involvement of all
required internal domain experts. IT governance evolves
into an enterprise-wide process.  IT governance activities
are becoming integrated with the enterprise governance
process. 

5 Optimised There is advanced and forward-looking
understanding of IT governance issues and solutions.
Training and communication is supported by leading-
edge concepts and techniques. Processes have been
refined to a level of external best practice, based on
results of continuous improvement and maturity
modeling with other organisations. The implementation
of these policies  has led to an organisation, people and
processes that are quick to adapt and fully support IT

governance requirements. All problems and deviations
are root cause analysed and efficient action is expediently
identified and initiated. IT is used in an extensive, 
integrated and optimised manner to automate the
workflow and provide tools to improve quality and
effectiveness. The risks and returns of the IT processes
are defined, balanced and communicated across the
enterprise.  External experts are leveraged and
benchmarks are used for guidance. Monitoring, self-
assessment and communication about governance
expectations are pervasive within the organisation and
there is optimal use of technology to support
measurement, analysis, communication and training.
Enterprise governance and IT governance are
strategically linked, leveraging technology and human
and financial resources to increase the competitive
advantage of the enterprise.

Appendix I



AMERICAN SAMOA
ARGENTINA
ARMENIA
AUSTRALIA
AUSTRIA
BAHAMAS
BAHRAIN
BANGLADESH
BARBADOS
BELGIUM
BERMUDA
BOLIVIA
BOTSWANA
BRAZIL
BRITISH VIRGIN ISLANDS
CANADA
CAYMAN ISLANDS
CHILE
CHINA
COLOMBIA
COSTA RICA
CROATIA
CURACAO
CYPRUS
CZECH REPUBLIC
DENMARK
DOMINICAN REPUBLIC
ECUADOR
EGYPT
EL SALVADOR
ESTONIA
FAEROE ISLANDS
FIJI
FINLAND
FRANCE
GERMANY
GHANA
GREECE
GUAM
GUATEMALA
HONDURAS
HONG KONG
HUNGARY
ICELAND
INDIA
INDONESIA
IRAN
IRELAND
ISRAEL
ITALY
IVORY COAST
JAMAICA
JAPAN
JORDAN
KAZAKHSTAN
KENYA
KOREA
KUWAIT

LATVIA
LEBANON

LIECHTENSTEIN
LITHUANIA

LUXEMBURG
MALAYSIA

MALTA
MALAWI

MAURITIUS
MEXICO

NAMIBIA
NEPAL

NETHERLANDS
NEW GUINEA

NEW ZEALAND
NICARAGUA

NIGERIA
NORWAY

OMAN
PAKISTAN
PANAMA

PARAGUAY
PERU

PHILIPPINES
POLAND

PORTUGAL
QATAR
RUSSIA

SAUDI ARABIA
SCOTLAND
SEYCHELLES
SINGAPORE

SLOVAK REPUBLIC
SLOVENIA

SOUTH AFRICA
SPAIN

SRI LANKA
ST. KITTS
ST. LUCIA
SWEDEN

SWITZERLAND
TAIWAN

TANZANIA
TASMANIA
THAILAND

TRINIDAD & TOBAGO
TUNISIA
TURKEY

UGANDA
UNITED ARAB EMIRATES

UNITED KINGDOM
UNITED STATES

URUGUAY
VENEZUELA

VIETNAM
WALES

YUGOSLAVIA
ZAMBIA

ZIMBABWE

The Information Systems Audit and

Control Association is a leading global

professional organisation representing

individuals in more than 100 countries

and comprising all levels of IT —

executive, management, middle

management and practitioner. The

Association is uniquely positioned to 

fulfil the role of a central, harmonising

source of IT control practice standards for

the world over. Its strategic alliances with

other groups in the financial, accounting,

auditing and IT professions are ensuring

an unparalleled level of integration and

commitment by business process owners.

Association Programmes 

and Services
The Association’s services and programmes

have earned distinction by establishing

the highest levels of excellence in

certification, standards, professional

education and technical publishing.

• Its certification programme (the Certified

Information Systems AuditorTM) is the

only global designation throughout the

IT audit and control community.

• Its standards activities establish the

quality baseline by which other IT

audit and control activities are

measured.

• Its professional education programme

offers technical and management

conferences on five continents, as well

as seminars worldwide to help

professionals everywhere receive high-

quality continuing education.

• Its technical publishing area provides

references and professional

development materials to augment its

distinguished selection of programmes

and services.

The Information Systems Audit and

Control Association was formed in 1969

to meet the unique, diverse and high

technology needs of the burgeoning IT

field. In an industry in which progress is

measured in nano-seconds, ISACA has

moved with agility and speed to bridge

the needs of the international business

community and the IT controls profession.

For More Information
To receive additional information, you

may telephone (+1.847.253.1545), send

an e-mail (research@isaca.org) or visit

these web sites:

www.ITgovernance.org

www.isaca.org

INFORMATION SYSTEMS AUDIT AND
CONTROL ASSOCIATION

A Single International Source 
for Information Technology Controls


